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Amendments to the Claims 

This listing of claims will replace all prior versions and listings of claims in the 
application. 

Claim Listing 

1 . (Previously Presented) A method of securely executing on a computer system an 
application for receiving, from a user of the computer system, at least one response to at least 
one question of an examination, the computer system comprising an input device and a display 
device for displaying content to the user, the method comprising acts of: 

(A) executing the application on the computer system, comprising displaying an area 
on the display device in which the user can enter a response to at least one question of the 
examination, and enabling the user to use the input device to input a response for one or more of 
the questions into the displayed area; and 

(B) prohibiting the computer system from accessing any unauthorized content during 
execution of the application and from displaying any authorized content to the user during 
execution of the application, 

wherein the act (B) comprises detecting and terminating any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein act (B)(1) comprises acts of (a) detecting any processes executing on the 
computer system during execution of the application, (b) for each detected process, determining 
if the detected process is authorized to execute on the computer system during execution of the 
application, and (c) for each detected process, if the detected process is unauthorized, terminating 
the detected process, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and act (B)(1)(a) comprises an act of periodically accessing 
the registry on the computer system at predefined intervals to ascertain the processes currently 
executing on the computer system. 
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2. (Original) The method of claim 1, wherein act (A) further comprises an act of displaying 
the at least one question of the examination on the display device. 

3. (Original) The method of claim 1, wherein prior to performance of act (A), one or more 
unauthorized processes are executing on the computer system, wherein act (B) comprises an act 
of terminating the one or more unauthorized processes prior to performing act (A). 

4. (Original) The method of claim 1, wherein act (B) comprises an act of (1) configuring 
the application such that unauthorized content cannot be accessed by the application. 

5. (Original) The method of claim 4, wherein act (B)(1) comprises an act of configuring the 
application such that unauthorized processes cannot be initiated by the application. 

6. (Original) The method of claim 1, wherein act (B) comprises an act of (1) prior to 
executing act (A) 5 disabling any functions on the computer system capable of performing at least 
one of the following: accessing unauthorized content and displaying unauthorized content to a 
user of the computer system. 

7. (Original) The method of claim 6, wherein act (B)(1) comprises an act of disabling any 
functions on the computer system that are capable of initiating unauthorized processes on the 
computer system. 

8. (Original) The method of claim 6, wherein act (B)(1) comprises an act of configuring 
one or more programming hooks of the computer system. 
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9. (Cancelled). 

10. (Previously presented) The method of claim 1, further comprising: 
(D) recording each detection of an unauthorized process. 

11. (Cancelled). 

12. (Cancelled). 

13. (Original) The method of claim 1, further comprising an act of: 
(C) managing a list of unauthorized processes, 

wherein act (B)(1)(b) comprises an act of, for each detected process, comparing the 
detected process to the list of unauthorized processes, and wherein act (B)(1)(c) comprises, for 
each detected process, terminating the detected process if the detected process is on the list. 

14. (Original) The method of claim 1, further comprising an act of: 

(C) managing a list of processes authorized to be executed on the computer system, 
wherein act (B)(1)(b) comprises an act of, for each detected process, comparing the 
detected process to the list of authorized processes, and wherein act (B)(1)(c) comprises, for each 
detected process, terminating the detected process if the detected process is not on the list. 

15. (Previously Presented) An apparatus for securely executing on a computer system an 
application for receiving, from a user of the computer system, at least one response to at least 
one question of an examination, the computer system comprising an input device and a display 
device for displaying content to the user, the apparatus comprising: 

an application execution component to execute the application on the computer system, 
comprising display logic to display an area on the display device in which the user can enter a 



LIBA/1673238.1 



Serial No. 09/826,310 
Page 5 of 24 

response to at least one question of the examination, and input logic to enable the user to use the 
input device to input a response for one or more of the questions into the displayed area; and 

a security component to prohibit the computer system from accessing any unauthorized 
content during execution of the application and from displaying any authorized content to the 
user during execution of the application, 

wherein the security component detects and terminates any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein the process-terminating logic comprises detection logic to detect any processes 
executing on the computer system during execution of the application, determining logic to 
determine, for each detected process, if the detected process is authorized to execute on the 
computer system during execution of the application, and terminating logic to terminate, for each 
detected process, the detected process if the detected process is unauthorized, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and wherein the detection logic is operative to periodically 
access the registry on the computer system at predefined intervals to ascertain the processes 
currently executing on the computer system. 

16. (Original) The apparatus of claim 15, wherein the display logic is operative to display 
the at least one question of the examination on the display device. 

17. (Original) The apparatus of claim 15, wherein the security component comprises 
process-terminating logic to terminate any unauthorized processes executing on the computer 
system prior to execution of the application. 

18. (Original) The apparatus of claim 15, wherein the security component comprises 
application-configuring logic to configure the application such that unauthorized content cannot 
be accessed by the application. 
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19. (Original) The apparatus of claim 18, wherein the application-configuring logic is 
operative to configure the application such that unauthorized processes cannot be initiated by the 
application. 

20. (Original) The apparatus of claim 15, wherein the security component comprises 
function-disabling logic to disable, prior to execution of the application, any functions on the 
computer system capable of performing at least one of the following: accessing unauthorized 
content and displaying unauthorized content to a user of the computer system. 

21 . (Original) The apparatus of claim 20, wherein the function-disabling logic is operative to 
disable any functions on the computer system that are capable of initiating processes on the 
computer system. 

22. (Original) The apparatus of claim 20, wherein the function-disabling logic is operative to 
configure one or more programming hooks of the computer system. 

23. (Cancelled). 

24. (Previously presented) The apparatus of claim 15, wherein the security component 
comprises recording logic to record each detection of an unauthorized process. 

25. (Cancelled). 

26. (Cancelled). 
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27. (Original) The apparatus of claim 15, wherein the security component further comprises 
list-managing logic to maintain a list of unauthorized processes not authorized to be executed on 
the computer system, the determining logic is operative to compare, for each detected process, 
the detected process to the list of unauthorized processes, and the terminating logic is operative 
to terminate, for each detected process, the detected process if the detected process is on the list. 

28. (Original) The apparatus of claim 15, wherein the security component further comprises 
list-managing logic to maintain a list of processes authorized to be executed on the computer 
system, the determining logic is operative to compare, for each detected process, the detected 
process to the list of authorized processes, and the terminating logic is operative to terminate, for 
each detected process, the detected process if the detected process is not on the list. 

29. (Previously Presented) An apparatus for securely executing on a computer system an 
application for receiving, from a user of the computer system, at least one response to at least 
one question of an examination, the computer system comprising an input device and a display 
device for displaying content to the user, the apparatus comprising: 

means for executing the application on the computer system, comprising displaying an 
area on the display device in which the user can enter a response to at least one question of the 
examination, and enabling the user to use the input device to input a response for one or more of 
the questions into the displayed area; and 

means for prohibiting the computer system from accessing any unauthorized content 
during execution of the application and from displaying any authorized content to the user during 
execution of the application, 

wherein the means for prohibiting detects and terminates any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein the means for prohibiting comprises means for detecting any processes executing 
on the computer system during execution of the application, means for determining, for each 
detected process, if the detected process is authorized to execute on the computer system during 
execution of the application, and means for terminating each detected process determined to be 
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unauthorized, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and the means for prohibiting comprises means for 
periodically accessing the registry on the computer system at predefined intervals to ascertain the 
processes currently executing on the computer system. 

30. (Original) The apparatus of claim 29, wherein the means for executing the application 
further comprises means for displaying the at least one question of the examination on the 
display device. 

3 1 . (Original) The apparatus of claim 29, wherein the means for prohibiting comprises 
means for terminating any unauthorized processes executing on the computer system prior to 
execution of the application. 

32. (Original) The apparatus of claim 29, wherein the means for prohibiting comprises 
means for configuring the application such that unauthorized content cannot be accessed by the 
application. 

33. (Original) The apparatus of claim 32, wherein the means for prohibiting comprises 
means for configuring the application such that unauthorized processes cannot be initiated by the 
application. 

34. (Original) The apparatus of claim 29, wherein the means for prohibiting comprises 
means for disabling, prior to execution of the application, any functions on the computer system 
capable of performing at least one of the following: accessing unauthorized content and 
displaying unauthorized content to a user of the computer system. 
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35. (Original) The apparatus of claim 34, wherein the means for prohibiting comprises 
means for disabling any functions on the computer system that are capable of initiating 
unauthorized processes on the computer system. 

36. (Original) The apparatus of claim 34, wherein the means for prohibiting comprises 
means for configuring one or more programming hooks of the computer system. 

37. (Cancelled). 

38. (Previously presented) The apparatus of claim 29, further comprising: 
means for recording each detection of an unauthorized process. 

39. (Cancelled). 

40. (Cancelled). 

41. (Original) The apparatus of claim 29, further comprising: 
means for managing a list of unauthorized processes, 

wherein the means for prohibiting comprises means for comparing, for each detected 
process, the detected process to the list of unauthorized processes, and wherein the means for 
prohibiting comprises terminating each detected process that is on the list. 

42. (Original) The apparatus of claim 29, further comprising: 

means for managing a list of processes authorized to be executed on the computer 

system, 

wherein the means for prohibiting comprises means for comparing, for each detected 
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process, the detected process to the list of authorized processes, and wherein the means for 
prohibiting comprises means for terminating each detected process that is not on the list. 

43. (Previously Presented) A computer program product, comprising: 
a computer-readable medium; and 

computer-readable signals stored on the computer-readable medium that define 
instructions that, as a result of being executed by a computer, instruct the computer to perform a 
process of a process of securely executing on a computer system an application for receiving, 
from a user of the computer system, at least one response to at least one question of an 
examination, the computer system comprising an input device and a display device for 
displaying content to the user, the process comprising acts of 

(A) executing the application on the computer system, comprising displaying an area 
on the display device in which the user can enter a response to at least one question of the 
examination, and enabling the user to use the input device to input a response for one or more of 
the questions into the displayed area; and 

(B) prohibiting the computer system from accessing any unauthorized content during 
execution of the application and from displaying any authorized content to the user during 
execution of the application, 

wherein the act (B) comprises detecting and terminating any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein act (B)(1) comprises acts of (a) detecting any processes executing on the 
computer system during execution of the application, (b) for each detected process, determining 
if the detected process is authorized to execute on the computer system during execution of the 
application, and (c) for each detected process, if the detected process is unauthorized, terminating 
the detected process, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and act (B)(1)(a) comprises an act of periodically accessing 
the registry on the computer system at predefined intervals to ascertain the processes currently 
executing on the computer system. 
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44. (Previously Presented) A method of securely executing an application on a computer 
system, the method comprising acts of 

(A) executing the application on the computer system, including displaying an area on 
a display device in which a user can enter information; and 

(B) prohibiting the computer system from accessing any unauthorized content during 
execution of the application and from displaying any authorized content to a user of the 
computer system during execution of the application, 

wherein the act (B) comprises detecting and terminating any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein act (B)(1) comprises acts of (a) detecting any processes executing on the 
computer system during execution of the application, (b) for each detected process, determining 
if the detected process is authorized to execute on the computer system during execution of the 
application, and (c) for each detected process, if the detected process is unauthorized, terminating 
the detected process, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and act (B)(1)(a) comprises an act of periodically accessing 
the registry on the computer system at predefined intervals to ascertain the processes currently 
executing on the computer system. 

45. (Original) The method of claim 44, wherein prior to performance of act (A), one or more 
unauthorized processes are executing on the computer system, and wherein act (B) comprises an 
act of terminating the one or more unauthorized processes prior to performing act (A). 

46. (Original) The method of claim 44, wherein act (B) comprises an act of (1) configuring 
the application such that unauthorized content cannot be accessed by the application. 

47. (Original) The method of claim 46, wherein act (B)(1) comprises an act of configuring 
the application such that unauthorized processes cannot be initiated by the application. 
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48. (Original) The method of claim 44, wherein act (B) comprises an act of (1) prior to 
executing act (A), disabling any functions on the computer system capable of performing at least 
one of the following: accessing unauthorized content or displaying unauthorized content to a user 
of the computer system. 

49. (Original) The method of claim 48, wherein act (B)(1) comprises an act of disabling any 
functions on the computer system that are capable of initiating processes on the computer 
system. 

50. (Original) The method of claim 48, wherein act (B)(1) comprises an act of configuring 
one or more programming hooks of the computer system. 

51. (Cancelled). 

52. (Previously presented) The method of claim 44, further comprising: (D) recording each 
detection of an unauthorized process. 

53. (Cancelled). 

54. (Cancelled). 

55. (Original) The method of claim 44, further comprising an act of: 

(C) managing a list of unauthorized processes not authorized to be executed on the 
computer system, 

wherein act (B)(1)(b) comprises an act of, for each detected process, comparing the 
detected process to the list of unauthorized processes, and wherein act (B)(1)(c) comprises, for 
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each detected process, terminating the detected process if the detected process is on the list. 

56. (Original) The method of claim 44, further comprising an act of: 

(C) managing a list of processes authorized to be executed on the computer system, 
wherein act (B)(1)(b) comprises an act of, for each detected process, comparing the 
detected process to the list of authorized processes, and wherein act (B)(1)(c) comprises, for each 
detected process, terminating the detected process if the detected process is not on the list. 

57. (Original) The method of claim 44, wherein the application is for receiving, from a user 
of the computer system, at least one response to at least one question of an examination, the 
computer system comprises an input device and a display device for displaying content to the 
user, and act (A) comprises acts of displaying an area on the display device in which the user can 
enter a response to the at least one question of the examination, and enabling the user to use the 
input device to input a response for one or more of the questions into the displayed area. 

58. (Original) The method of claim 57, wherein act (A) further comprises an act of 
displaying the at least one question of the examination on the display device. 

59. (Previously Presented) An apparatus for securely executing an application on a computer 
system, the apparatus comprising: 

an application-executing component to execute the application on the computer system, 
including displaying an area on a display device in which a user can enter information; and 

a security component to prohibit the computer system from accessing any unauthorized 
content during execution of the application and from displaying any authorized content to a user 
of the computer system during execution of the application, 

wherein the security component detects and terminates any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein the process-terminating logic comprises detection logic to detect any processes 
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executing on the computer system during execution of the application, determining logic to 
determine, for each detected process, if the detected process is authorized to execute on the 
computer system during execution of the application, and terminating logic to terminate, for each 
detected process, the detected process if the detected process is unauthorized, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and wherein the detection logic is operative to periodically 
access the registry on the computer system at predefined intervals to ascertain the processes 
currently executing on the computer system. 

60. (Original) The apparatus of claim 59, wherein the security component comprises 
process-terminating logic to terminate any unauthorized processes executing on the computer 
system prior to execution of the application. 

61 . (Original) The apparatus of claim 59, the security component comprises application- 
configuring logic to configure the application such that unauthorized content cannot be accessed 
by the application. 

62. (Original) The apparatus of claim 61, wherein the application-configuring logic is 
operative to configure the application such that unauthorized processes cannot be initiated by the 
application. 

63. (Original) The apparatus of claim 59, wherein the security component comprises 
function-disabling logic to disable, prior to execution of the application, any functions on the 
computer system capable of performing at least one of the following: accessing unauthorized 
content or displaying unauthorized content to a user of the computer system. 

64. (Original) The apparatus of claim 63, wherein the function-disabling logic is operative to 
disable any functions on the computer system that are capable of initiating processes on the 
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computer system. 

65. (Original) The apparatus of claim 63 , wherein the function-disabling logic is operative to 
configure one or more programming hooks of the computer system. 

66. (Cancelled). 

67. (Previously presented) The apparatus of claim 59, wherein the security component 
comprises recording logic to record each detection of an unauthorized process. 

68. (Cancelled). 

69. (Cancelled). 

70. (Original) The apparatus of claim 59, wherein the security component further comprises 
list-managing logic to maintain a list of unauthorized processes not authorized to be executed on 
the computer system the determining logic is operative to compare, for each detected process, the 
detected process to the list of unauthorized processes, and the terminating logic is operative to 
terminate, for each detected process, the detected process if the detected process is on the list. 

71 . (Original) The apparatus of claim 59, wherein the security component further comprises 
list-managing logic to maintain a list of processes authorized to be executed on the computer 
system, the determining logic is operative to compare, for each detected process, the detected 
process to the list of authorized processes, and the terminating logic is operative to terminate, for 
each detected process, the detected process if the detected process is not on the list. 
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72. (Original) The apparatus of claim 59, wherein the application is for receiving, from a 
user of the computer system, at least one response to at least one question of an examination, and 
the computer system comprises an input device and a display device for displaying content to the 
user, and wherein the application-executing component comprises display logic to display an 
area on the display device in which the user can enter a response to the at least one question of 
the examination, and comprises input-enabling logic to enable the user to use the input device to 
input a response for one or more of the questions into the displayed area. 

73. (Original) The apparatus of claim 72, wherein the display logic is operative to display 
the at least one question of the examination on the display device. 

74. (Previously Presented) An apparatus for securely executing an application on a computer 
system, the apparatus comprising: 

means for executing the application on the computer system, including displaying an area 
on a display device in which a user can enter information; and 

means for prohibiting the computer system from accessing any unauthorized content 
during execution of the application and from displaying any authorized content to a user of the 
computer system during execution of the application, 

wherein the means for prohibiting detects and terminates any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein the means for prohibiting comprises means for detecting any processes executing 
on the computer system during execution of the application, means for determining, for each 
detected process, if the detected process is authorized to execute on the computer system during 
execution of the application, and means for terminating each detected process determined to be 
unauthorized, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and the means for prohibiting comprises means for 
periodically accessing the registry on the computer system at predefined intervals to ascertain the 
processes currently executing on the computer system. 
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75. (Original) The apparatus of claim 74, wherein the means for executing the application 
further comprises means for displaying the at least one question of the examination on the 
display device. 

76. (Original) The apparatus of claim 74, wherein the means for prohibiting comprises 
means for terminating any unauthorized processes executing on the computer system prior to 
execution of the application. 

77. (Original) The apparatus of claim 74, wherein the means for prohibiting comprises 
means for configuring the application such that unauthorized content cannot be accessed by the 
application. 

78. (Original) The apparatus of claim 77, wherein the means for prohibiting comprises 
means for configuring the application such that unauthorized processes cannot be initiated by the 
application. 

79. (Original) The apparatus of claim 74, wherein the means for prohibiting comprises 
means for disabling, prior to execution of the application, any functions on the computer system 
capable of performing at least one of the following: accessing unauthorized content and 
displaying unauthorized content to a user of the computer system. 

80. (Original) The apparatus of claim 79, wherein the means for prohibiting comprises 
means for disabling any functions on the computer system that are capable of initiating 
unauthorized processes on the computer system. 
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81 . (Original) The apparatus of claim 79, wherein the means for prohibiting comprises 
means for configuring one or more programming hooks of the computer system. 

82. (Cancelled). 

83. (Previously presented) The apparatus of claim 74, further comprising: 
means for recording each detection of an unauthorized process. 

84. (Cancelled). 

85. (Cancelled). 

86. (Original) The apparatus of claim 74, further comprising: 
means for managing a list of unauthorized processes, 

wherein the means for prohibiting comprises means for comparing, for each detected 
process, the detected process to the list of unauthorized processes, and wherein the means for 
prohibiting comprises terminating each detected process that is on the list. 

87. (Original) The apparatus of claim 74, further comprising: 

means for managing a list of processes authorized to be executed on the computer 

system, 

wherein the means for prohibiting comprises means for comparing, for each detected 
process, the detected process to the list of authorized processes, and wherein the means for 
prohibiting comprises means for terminating each detected process that is not on the list. 
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88. (Original) The apparatus of claim 74, wherein the application is for receiving, from a 
user of the computer system, at least one response to at least one question of an examination, the 
computer system comprises an input device and a display device for displaying content to the 
user, and 

wherein the means for executing the application comprises means for displaying an area 
on the display device in which the user can enter a response to the at least one question of the 
examination, and means for enabling the user to use the input device to input a response for one 
or more of the questions into the displayed area. 

89. (Original) The apparatus of claim 88, wherein the means for executing the application 
comprises means for displaying the at least one question of the examination on the display 
device. 

90. (Previously Presented) A computer program product, comprising: 
a computer-readable medium; and 

computer-readable signals stored on the computer-readable medium that define 
instructions that, as a result of being executed by a computer, instruct the computer to perform a 
process of securely executing an application on a computer system, the process comprising acts 
of: 

(A) executing the application on the computer system, including displaying an area on 
a display device in which a user can enter information; and 

(B) prohibiting the computer system from accessing any unauthorized content during 
execution of the application and from displaying any authorized content to a user of the 
computer system during execution of the application, 

wherein the act (B) comprises detecting and terminating any unauthorized processes 
executing during the displaying of the area on the display device, 

wherein act (B)(1) comprises acts of (a) detecting any processes executing on the 
computer system during execution of the application, (b) for each detected process, determining 
if the detected process is authorized to execute on the computer system during execution of the 
application, and (c) for each detected process, if the detected process is unauthorized, terminating 
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the detected process, and 

wherein the computer system comprises a registry that lists all processes currently 
executing on the computer system, and act (B)(1)(a) comprises an act of periodically accessing 
the registry on the computer system at predefined intervals to ascertain the processes currently 
executing on the computer system. 

91 . (New) The method of claim 1 wherein the application is a word processing application 

92. (New) The apparatus of claim 15 wherein the application is a word processing 
application. 

93. (New) The apparatus of claim 29 wherein the application is a word processing 
application. 

94. (New) The computer program product of claim 43 wherein the application is a word 
processing application. 

95. (New) The method of claim 44 wherein the application is a word processing application. 

96. (New) The apparatus of claim 59 wherein the application is a word processing 
application. 

97. (New) The apparatus of claim 74 wherein the application is a word processing 
application. 
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98. (New) The computer program product of claim 90 wherein the application is a word 
processing application. 

99. (New) The method of claim 1 wherein the application is a web browser. 

100. (New) The apparatus of claim 15 wherein the application is a web browser. 

101 . (New) The apparatus of claim 29 wherein the application is a web browser. 

102. (New) The computer program product of claim 43 wherein the application is a web 
browser. 

103. (New) The method of claim 44 wherein the application is a web browser. 

104. (New) The apparatus of claim 59 wherein the application is a web browser. 

105. (New) The apparatus of claim 74 wherein the application is a web browser. 

1 06. (New) The computer program product of claim 90 wherein the application is a web 
browser. 

107. (New) The method of claim 1 wherein the application is a course management 
application. 
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108. (New) The apparatus of claim 15 wherein the application is a course management 
application.. 

109. (New) The apparatus of claim 29 wherein the application is a course management 
application.. 

1 10. (New) The computer program product of claim 43 wherein the application is a course 
management application.. 

111. (New) The method of claim 44 wherein the application is a course management 
application.. 

112. (New) The apparatus of claim 59 wherein the application is a course management 
application.. 

113. (New) The apparatus of claim 74 wherein the application is a course management 
application.. 

114. (New) The computer program product of claim 90 wherein the application is a course 
management application.. 
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